If everything digital fails, here’s what to do - a list (last updated: April 2023)

Outcome

Possible mitigation(s)

COMMUNICATIONS. Cell
phones / land-line phone
services have stopped
working

1) Buy a two-way hand-held walkie talkie and share the other with
close friends.

Refresh when? Check to ensure your walkie talkie has working
batteries every 12 months (and that you know / remember how the
walkie talkie itself works)

2) Share a ‘third space’ safe spot with close contacts in town
where you know you could meet in emergency situations if your
home was not safe to remain in. Do the same with neighbours and
folks who live in your neighbourhood - have a central gathering
spot in your hood that you share with others so you can have a
convening spot close by.

Refresh when? Have a quick reminder conversation about this with
your close contacts every 12 months to ensure everyone knows
that’s the plan

3) Have a printed list of your close contacts’ home addresses
handy, if you don’t know how to get to their places by heart.

Refresh when? Print a new such document every 12 months to
ensure it stays up to date

4) Have a list of close contacts that might still have a working
landline (ie. rotary, not voip-based), or who have a satellite phone

Refresh when? Remind yourself of this list and refresh it every 12
months or so

5) Make a list of the people in your life that you care about that
may also be affected, and make sure you include individuals in
your community that may be vulnerable in such a disruption (they
may be older, may live alone, might need access to supply of
medication).

Refresh when? Remind yourself of this list and refresh it every 12
months or so




BANKING. Debit and
credit cards have stopped
working (in stores; ATMs)

Have $500 in cash available in $20 bills.

Refresh when? N/A once done

BANKING. Debit and
credit cards have stopped
working; your bank can’t
access its own
information (online)

Print paper records of your banking statements that prove what
you have in your bank accounts and store it in a safe place in your
living space. Ensure it has dates showing and full amounts, as well
as your identifiers (name and account numbers) as well as the
institution itself (printed screenshots should work fine if your
money is in a few accounts requiring many statements). Note the
same goes for your liabilities (i.e. be able to prove how much you
had left on your mortgage or other bigger loans, if you have such
debt).

Refresh when? Update this document every 6-12 months

TRANSPORTATION. Gas
stations have stopped
working

(If you own a car) Have a standard 40L gas canister filled with gas
and available close by in case needed.

Refresh when? Use up the gas within 4 months or so, and refill the
canister then (i.e. 3 times a year) so that it remains usable

Safety note: (If relevant) ensure the can is not in a place where
kids can get to it, since it's not safe for kids to be around gas

INFORMATION
MANAGEMENT. Cloud
storage services have
stopped working

Do a backup of the important documents that are stored only in
your cloud storage (e.g. that important email in your Gmail; that tax
document only issued digitally, etc.)

Refresh when? Do a backup and update every 6 months

Note: Since this is a time-consuming exercise but not necessarily
the same exercise as #7 below, you could alternate the months
when you do one versus the other. For example, you could do this
with annual equinoxes: March 21 and Sept 21 (pro tip: star email
messages that are important as they arrive, so that you know what
needs to be backed up every six months; that way, you don'’t have
to go searching through your whole inbox)

INFORMATION
MANAGEMENT.
Password manager
services (cloud) have
stopped working

Preamble: Many individuals don’t remember their passwords
anymore, having password managers generate complicated
strings of characters as their passwords for their many digital
accounts in their lives.




Print a full list of your accounts and their passwords and keep that
document safely in your living space.

Refresh when? Print a new such document every 6 months to
ensure the list remains up to date

TECHNOLOGY.
Computers (laptops,
tablets, smart phones)
have stopped working

1) Save all important digital materials (e.g. photos) that don’t also
exist on paper on a portable hard drive. Remember to do this for
all digital materials that have been saved to your cloud that you
might have forgotten about (archived, etc.).

Refresh when? Do a backup and update every 6 months

Note: Since this is time-consuming, put a note in your calendar at
the beginning of the year, choosing the time and date when you
will do this (as noted in #5 above, you could do this in line with the
solstice each year: June 20 and December 20)

2) Get a hand cranked radio to ensure you have access to
important news and information about what’s happening in your
community (locally, as well as nationally/ internationally).

Refresh when? Make sure the hand cranked radio has fresh
batteries (change them every 12 months or so)

3) Download a copy of your city’s maps (e.g. Google Maps) on
your phone for local access, and make sure you have a physical
map in case you need to get somewhere new in your city in a rush,
and you don’t know how to get there.

Refresh when: N/A once done

TECHNOLOGY. Smart
home devices have
stopped working

If you have a smart home device that needs to be connected to the
internet to work and that doesn’t have a manual override (e.g. a
smart lock for your living space’s main door, or for the garage)
ensure you have a backup system in place that would not leave
you stranded when the internet goes down.

Refresh when: N/A once done




